
1.     Amazon Scam. 

The following message is being sent on behalf of Action Fraud – the UK’s national fraud 
 and cyber crime reporting centre

Action Fraud has received several reports from victims who have been sent convincing 
looking emails claiming to be from Amazon. The spoofed emails from 
“service@amazon.co.uk” claim recipients have made an order online and mimic an 
automatic customer email notification.   

The scam email claims recipients have ordered an expensive vintage chandelier. Other 
reported examples include: Bose stereos, iPhone’s and luxury watches.  

The emails cleverly state that if recipients haven’t authorised the transaction they can click 
on the help centre link to receive a full refund. The link leads to an authentic-looking 
website, which asks victims to confirm their name, address, and bank card information. 

Amazon says that suspicious e-mails will often contain:  

• Links to websites that look like Amazon.co.uk, but aren't Amazon.co.uk. 

• Attachments or prompts to install software on your computer. 

• Typos or grammatical errors. 

• Forged (or spoofed) e-mail addresses to make it look like the e-mail is coming from 
Amazon.co.uk. 

Amazon will never ask for personal information to be supplied by e-mail. 

You can read more about identifying suspicious emails claiming to be from Amazon by 
visiting https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201489210 

To report a fraud or cyber crime, call Action Fraud on 0300 123 2040 or visit 
www.actionfraud.police.uk  

Help us keep our communities safe by reporting any suspicious activity. 

Please use the following link to pass useful information to Suffolk Police about any incident. 

https://www.suffolk.police.uk/contact-us/report-something/report-crime 

To report information anonymously on any crime, contact Crimestoppers on 0800 555 111. 

2.   EON   

 The following e-mail was received from a resident for your information.

Hi Claude. 
Not sure if anyone else has come across this, but E-ON are trying to charge me for an 
electricity charge from over 6 years ago! Now I'm not sure about you but I don't keep 
statements from that far back and as we switched over 6 years ago, don't have access to my 



on-line statements.  It's only a small amount of money, but it seems very strange that they 
would be asking for this now when it would have been cleared when the account was 
transferred and there has been nothing sent before, this has come completely out of the 
blue. I have checked Citizen's Advice and the following link explains that they can't claim 
further back than a year.  There is more to it than that, but wondered if other residents have 
also seen requests to clear old statements and if so to check this out with CA. 
  
https://www.citizensadvice.org.uk/consumer/energy/energy-supply/problems-with-your-
energy-bill/you-havent-received-a-gas-or-electricity-bill-in-a-while/ 
  
 
  

3.     Police Connect. 

Five Resolutions for your Home and Personal Security. 
Every year the New Year arrives brimming with possibilities and Suffolk Police are reminding 
people to include security resolutions as part of their 2017 goals. 

The New Year encourages many of us to vow to quit our vices, eat better and improve 
finances but what about your home? As the saying goes, home is where your heart is and 
officers are urging the public to put more efforts into making it safe and secure, with the 
following five resolutions. 

·       Secure your home 

Most burglaries are committed by opportunistic criminals who happen to see insecure 
premises where they can help themselves. Intruders will look for the best opportunity to 
break into a property, some will scope out an address first, so officers are urging residents 
to ensure their home looks occupied, that hedges which might conceal a thief are kept 
trimmed and that there are no tools accessible that might aid an intruder to gain access. 

Remember to safeguard your keys as part of your home security measures. Every year 
police are handed thousands of lost keys, which cannot be returned to their rightful owner 
as there’s no way to identify them. Suffolk Constabulary’s SAFEKey initiative works to 
remedy this and, operating across the UK and the EU, provides members with a branded key 
fob inscribed with a unique reference number to identify them as the key holder at a small 
cost of just £1 per month. The money generated is driven back into the community to 
support projects and schemes, as per the Police and Crime Commissioner’s objectives. To 
find out more, please visit: www.suffolk.safekey.org.uk.  

·       Avoid heating oil theft 

In the winter months, often coupled with the rise in the cost of fuel, heating oil also 
becomes an attractive target for thieves. Suffolk Police are reminding homeowners of 
simple measures to prevent such thefts: positioning lights with a ‘Dusk ‘til Dawn’ feature 
close to the tank, ensuring your fence is high and not easy to climb, and investing in good 
quality locks, such as shackle padlocks.  

Close shackle padlocks offer better resistance to bolt croppers and other tools that thieves 
usually come equipped with. Homeowners should check their oil gauges regularly, which 
will indicate any potential theft, and consider installing a remote electronic oil level gauge, 
which triggers an alarm if there is a sudden drop. 



·       Join in with your community 

One way people can help keep their local area safer is by joining or setting up a 
Neighbourhood Watch group. Neighbourhood Watch schemes can help reduce crime, and 
opportunities for crime, by encouraging residents to look out for each other and to report 
anything they feel is suspicious. To find out about local watch schemes in operation, please 
visit: http://www.suffolk.police.uk/advice/home-safety/watch-schemes.  

You can also keep up to date with the very latest in policing in your local area by signing up 
to Police Connect, a free messaging service provided by the Constabulary; from news and 
appeals, to local policing events and meetings. To find out more or to register, please visit: 
https://www.suffolk.police.uk/services/police-connect.   

·       Online safety 

Online fraud is one of the most widespread forms of cybercrime and protecting yourself is 
key as many more of us using mobile phones, tablets and other devices to shop, bank and 
share personal details. Suffolk Police are urging people to ensure passwords are regularly 
changed on all accounts and that these are not duplicated across multiple accounts. 
Passwords should not be easy to guess, so include a combination of capital and lower case 
letters, numbers and symbols. Further protect yourself by installing and updating your anti-
virus software and shop only from official websites that you know and trust. 

In the age of social media and emails, many of us post personal information online. Where 
possible, use secure networks and be careful what information you are sharing, never 
revealing financial details. Online crime can have a devastating impact to those who fall 
victim. If you have been scammed, defrauded or experienced cybercrime, report it to the 
national policing lead, Action Fraud: www.actionfraud.police.uk. 

·       Make your phone work smarter 

Mobile phones and tablets are a very tempting target for thieves. Not only are they more 
valuable in themselves, but many will also contain valuable data, from music downloads and 
photographs taken, to other personal information saved on social media, emails and 
banking activity.   

Having your phone or tablet stolen can have immediate consequences, so ensure you 
always use a security lock PIN code or biometric authentication and download a tracking 
‘app’ that can locate a lost or stolen device using its GPS signal.  

Protect your property further by registering them on www.immobolise.com, a free-to-use 
national database that police can access and compare against items that have been found or 
recovered from suspected thieves.  

Chief Inspector Jo Garrard, Head of Community Safety for Suffolk Police, said: "It’s 
important to remember that burglars don’t have an "off-season” and we can all take 
positive steps to make ourselves and communities safer. Security measures are just the 
start, though; I would urge people to be more vigilant in what’s happening around them and 
in reporting suspicious activity to us. We rely on information from the public to help us keep 
our communities save, so if it doesn’t feel right, we want to hear from you.”  

 


